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UBND HUYEN TUMORONG ~ CONG HOA XA HOI CHU NGHIA VIET NAM
PHONG GIAO DUC VA PAO TAO Poc lap - Tu do - Hanh phic

Sé:t4k [PGDDT Tu Mo Réng, ngay 13 théng 6 nim 2017
V/v canh bao mot s6 16 hdng nghiém
trong trong mot sb chip Intel va mot
s6 dong may tinh HP; canh bao
phuong thirc tin cong mai cia
nhom tin tdc Shardow Broker

Kinh gui: Cac don vi truong MN, TH, THCS truc thudc

Céan ctr Cong vén s6 682/UBND ngay 12/6/2017 ctia UBND huyén Tu Mo
Rong; Cong vin s6 529/STTTT- CNTT ngay 02/6/2017 cua S¢ Thong tin va
Truyén thong Ve viéc canh bao mot sb 16 hong nghiém trong trong mot s6 chip
Intel va mot sd dong may tinh HP va cong Van sO 461/STTTT-CNTT ngay
12/5/2017 ctia S& Thong tin va Truyén thong v& viéc canh bdo phuong thic tin
cong moi cua nhém tin tdc Shardow Broker, Phong Gido duc va Dao tao thong
béo céc don vi truong MN, TH, THCS truc thudce thuc hién mot s noi dung sau:

1. Vé cianh bio mot s6 16 hong nghiém trong trong mot s6 chip Intel va
mjt s6 dong may tinh HP

| - bay 1a cac 16 héng méi trén nhleu nén tang hé diéu hanh ciing nhu phan
mém diéu khién (Firmware) tich hop san trén cac mdy tinh, thiét bi ngay cang
duoc tin tic loi dung dé thuc hién cac cudc tAn cong nguy hiém. Mot s6 16 hong/«o.x

nghlem trong c6 kha nang anh hudng rong t6i cac hé thong thong tin cua cac 60/{ o
vi nhu: “

-1& héng trong mot sd dong méy su dung Chip Intel;

may tinh ctia hang HP.

2. V& cianh bao phuwong thite tin cong moi cia nhom tin tic Shardow
Broker

Theo thong tin Trung tdm Gng ctru khan cip may tinh Viét Nam vao ngay
14 théang 4 ndm 2017, nhém tin tdc c6 tén goi Shadow Broker tuyén bo da danh
cép duoc mot bd cong cu g1an d1ep tan cong hé thong nham khai théc dit liéu cta
Co quan An ninh mang quoc gla Hoa Ky (NSA). Do khong dat dugc thoa thuan
vé tai chinh d& dénh déi bd cong cu, nhom tin tdc Shadow Broker da tung lén
mang thong qua website chuyén vé mi ngudn m¢ Github. B cdng cu bao gom
cac chuong trinh nhi phan da duoc bién dich dé khai thac bt ky hé thong nao su
dung cac phién ban ctia hé didu hanh Windows (trr Windows 10 va Windows
Server 2016) thong qua cac 16 hong chua dugc khai thac. Muc tiéu tin cong tai
khu vuc Trung Dong nhu UAE, Kuwait, Qatar, Palestine va Yemen. Theo bao céo
danh gia cua cac chuyén gia an toan thong tin mang cho thay diéu nay co thé gay

ra nguy co mat an toan thong tin trén dién rong da quoc gia, trong dd cd Viét
Nam.
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" P& phong tranh cac rii ro mit an toan thong tin mang lién 'quan dén
cac cong cu tan cong cia nhom tin tic Shardow Broker dwa ra, Phong Gido
duc va Dao tao khuyen cdo cic don vi truc thudce sit dung cac bién phap sau:

- P6i v6i hé thong su dung hé diéu hanh Windows (tr Windows Server
2000 téi Windows Server 2012, Windows XP, Windows Vista, Windows 7,
Windows 8,...) nhanh chong ra soét va cap nhat céc ban va 16i duoc canh béo trén
tai website chinh thirc cia Mircosoft;

- Pbi vOi hé thong st dung cac thiét bj cua Cisco, cap nhét cac ban v4 15i
lién quan dén 18 hong zero - day (CVE-2016-6366). De bao vé dir li¢u an toan,
may tinh nén duoc bao vé dang sau Router hoic F1rewalls Trang bi cac hé thong
phong chong tan cong mang nhu IPS/IDS, Firewalls...

- Cap nhat phién ban mai nhat cua cac chuong trmh diét Virus dé phat hién
va xtt Iy cac ma thuc thi do tin tic tAn cong vao hé thong;

- Thye hién sao luu dit liéu dinh ky Str dung cac 6 dia luu trit ngoal nhu 6
cling cim ngoai, 6 dia USB dé luu trit cac dir ligu quan trong trong may tinh. Sau
khi sao luu xong dua ra cét gilt riéng va khong két nbi vao internet.

- Pé glup cdc co quan chirc ning theo doi, phan tich va kip thoi phan g

nhanh véi cac phuong thie tan cong mdi, ngay khi phat hién sy ¢ dé nghi cac
don vi thong bao ngay veé:

* Phong CNTT - S& Thong tin va Truyén théng Kon Tum, dién thoai:
0603.590.606.

* Trung tAm Gng ctru khan cap mdy tinh Viét Nam - VNCERT

- Dia chi: Téng 5, Toanha 115 Tran Duy Hung, cau Giéy, Ha Noi;
- Dién thoai: 04 3640 4423 sb may 1é 112;

- Duong day néng: 0934 424 009;

- Hom thu dién tir tiép nhan béo cdo su ¢o: ir@vncert.gov.vn. i
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Phong Giao duc va Pao tao huyén bdo céc don vi truong MN, TH, THCSQ / 7
truc thude biét, phong tranh nhiing su ¢b nghiém trong xay ra./. o #

Noi nhin: TRUONG PHONG
- Nhu trén; !
- TP, cac PTP phong GD&DT;
- BS phan phu trach;

- Luw: VT-VP.cZ




